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Contacts

Prof. Paolo Ottolino

Email: paolo.ottolino@poliba.it

Web page: on external site

Secure Programming Lab:

* Indirizzo Teams meeting: https://teams.microsoft.com/l/meetup-
join/19%3ameeting MDUyZjBjMGMtNGIwOCOOMTBKLTIiZDctNGNmYjc0ZTdkZjly%40thr
ead.v2/0?context=%7b%22Tid%22%3a%225b406aab-alf1-4f13-a7aa-
dd573da3d332%22%2c%220id%22%3a%22e16f25a8-46e8-4291-8d72-
3belf475d275%22%7d

e Slide: https://www.8linux.org/lbg/content/secure-programming-lab-course-slides

Student reception: ask by email
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S whoami

Paolo Ottolino

Engineer: master degree in Electronic Engineering (Thesis about Al for
Crypto-Analisys)

Cybersecurity Professional: 25+ years of experience (of which, 14 ones in
multinational companies). Professional Certification:

CISSP-ISSAP CISA CISM OPST ISO/IEC 27001 ITIL PMP PRINCE2
Professor: yet adjunct professor at Universita «Sapienza» of Roma

Cybersecurity Speaker: es. (ISC)? SecureXXX, ISACA CSX, EuroCACS,
CyberCrimeConference, Security Summit, Forum ICT Security, etc

ltem Writer e Subject Matter Expert per (ISC)?: partecipa agli «ltem Writing
XVO{EShOp'» per la redazione dei test per le certificazioni CISSP e CISSP-ISSAP
a 15 anni




Lesson Times

Each Week: 6 hours lesson

* Wednesday: 13.30—-15.30

Monday: 15.30-17.30

Friday: 10.30—-12.30
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Books and References

No Textbook
The Secure Programming Lab is a collection of different concepts.

There is no a unique text book containing all the needed information

Many Free Available Sources

¢ .gov: US Governmental Institutes and Agencies ler

 .org: Open Project and Tools MITRE | ?or a'sarer worLo

Proper links to web resources will be provided during the course for each argument.



https://www.nist.gov/
https://www.mitre.org/
https://www.nsa.gov/

How to Follow the Lessons

Remotely: through the application or on the website

Waiting Room: you will have to wait for the teacher to
admit you.

* The wait may last up to 10 minutes after the
scheduled time

* waiting room, however, checked every 20-30
minutes to admit any latecomers

* Please, select “join with computer audio”
NickName Zoom: set your serial number

Video-Off, Audio-Off: immediately turn off both your
video and your microphone for privacy reasons

Questions: use the chat to write the question directly.
The teacher will answer, repeating the question

PoliBa

Microsoft Teams

Scarica l'applicazione desktop di
Teams per migliorare la
connessione.

Scarica |'app di Windows




Examination

To pass the exam, you must:

- write a paper (independently or, better, in a group) concerning a topic of the course,
established together;

- have an oral interview, inherent to the exam program and in-depth study of the thesis
(mainly addressed to the description of the specific component developed by the student).

Possible arguments will be described later in the course, as these will occur.

The thesis topic, objective and scope will be established together during a meeting with the
involved group of students.




Paper 1/4
The paper should help on stimulating

General Cognitive Ability

“the very general mental capability(*) that, among other things, involves the ability to reason,
plan, solve problems, think abstractly, comprehend complex ideas, learn quickly and learn
from experience. It is not merely book learning, a narrow academic skill, or test taking
smarts. Rather, it reflects a broader and deeper capability for comprehending our

surroundings — “catching on”, “making sense” of things, or “figuring out” what to do.”
[Gottfredson, 1997]

*) https://www.practicereasoningtests.com/cognitive-ability-tests/



https://www.practicereasoningtests.com/cognitive-ability-tests/

Paper 2/4

Bloom ‘s Taxonomy

Revised by
Anderson and
Krathwohl, 2001

1956 2001

..'f{:; i"'f}
Analyze
Apply

Knowledge \\lx Remember

Noun ————ooy to Verb Form



https://thesecondprinciple.com/essential-teaching-skills/blooms-taxonomy-revised/

Paper 3/4

Bloom ‘s Taxonomy applied

1.

Knowledge: Rememberingorretrieving previoush-learned-material. > Oral Interview

Comprehension: Fhe-abilityto-grasp-orconstructmeaning from-material . =2 Oral Interview

Application: The ability to use learned material, or to implement material in new and concrete
situations. = OK (Real-World situations, examples)

Analysis: The ability to break down or distinguish the parts of material into its components so
that its organizational structure may be better understood. = OK (Taxomonies, Classifications)

Synthesis: The ability to put parts together to form a coherent or unique new whole. = OK
(Environments, Little Labs)

Evaluation:
purpese. 2 NOK




Paper 4/4

Greater Cognitive Abilities

Spatial

Naturalist

visualizing the world in 3D

linguistic

finding the
right words to
express what
you mean

body - kinesthetic

coordinating your mind
with your body

Musical

discerning so-
unds, their pitch,
tone, rythm, and
timbre

Logical

measure things,
make hypotheses
and prove

them

Existential
Interpersonal tackling the questions of
why we live & die

sensing people’s tee-

lings and motives

Theory of Multiple
Intelligence

The work of Hogward Gardner, in 1983, led to the
emergence of the concept of multiple intelligence
(MI) which promotes the idea that individuals have
multiple intelligences and, by adopting a definition
of cognitive ability that includes different types of
intelligences, one will be able to identify, appreciate,
and cultivate more of its strengths.
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